Microsoft Sentinel playbook

A playbook is a collection of remediation actions that can be
run from Azure Sentinel as a routine. A playbook can help
automate and orchestrate your threat response ; it can be run
manually or set to run automatically in response to specific
alerts or incidents, when triggered by an analytics rule or an
automation rule, respectively.



Security playbooks in Microsoft Sentinel are based on Azure logic apps.
Which means that you get all the power customizability

and built in templates of logic apps. Each playbook is created for the specific
subscription.

For example if you are worried about malicious attackers accessing your
network resources, you can set an alert that looks for malicious ip addresses
accessing your network then we can create a playbook



The following list describes just a few example tasks, business processes, and
workloads that you can automate using the Azure Logic Apps service:

*Schedule and send email notifications using Office 365 when a specific event
happens, for example, a new file is uploaded.

*Route and process customer orders across on-premises systems and cloud
services.

*Move uploaded files from an SFTP or FTP server to Azure Storage.

*Monitor tweets, analyze the sentiment, and create alerts or tasks for items
that need review.
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Home > Azure Sentinel workspaces > Choose a workspace to add to Azure Sentinel
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Create Log Analytics workspace

Basics Pricingtier Tags  Review + Create

© A Log Analytics workspace s the basic management unit of Azure Monitor Logs. There are specific considerations you
should take when creating a new Log Analytics workspace. Leam more

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data is
collected and stored.
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Home > Azure Sentinel workspaces > Choose a workspace to add to Azure Sentinel > Create Log Analytics workspace
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Home > Azure Sentinel workspaces > Choose a workspace to add to Azure Sentinel

Choose a workspace to add to Azure Sentinel
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Logic Apps Designer
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Logic Apps Designer
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Insert fields using the dynamic data
content list
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Example
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Example of Rss Item
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