
Microsoft Sentinel playbook
A playbook is a collection of remediation actions that can be 
run from Azure Sentinel as a routine. A playbook can help 
automate and orchestrate your threat response ; it can be run 
manually or set to run automatically in response to specific 
alerts or incidents, when triggered by an analytics rule or an 
automation rule, respectively.



Security playbooks in Microsoft Sentinel are based on Azure logic apps.  
Which means that you get all the power customizability
and built in templates of logic apps. Each playbook is created for the specific 
subscription.  

For example if you are worried about malicious attackers accessing your 
network resources, you can set an alert that looks for malicious ip addresses 
accessing your network then we can create a playbook



The following list describes just a few example tasks, business processes, and 

workloads that you can automate using the Azure Logic Apps service:

•Schedule and send email notifications using Office 365 when a specific event 

happens, for example, a new file is uploaded.

•Route and process customer orders across on-premises systems and cloud 

services.

•Move uploaded files from an SFTP or FTP server to Azure Storage.

•Monitor tweets, analyze the sentiment, and create alerts or tasks for items 

that need review.
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Search for RSS 
trigger

Click on the RSS trigger



Type in the url and also type in
how often you want to check for
items

Collapse the trigger's details for now by clicking inside its 

title bar.



Click on save to save your logic app, which instantly goes 

live in the Azure portal

Click on new step



Type office 365 outlook to
search for the action you 
Need.  Scroll down and 
select “Send and email (V2)
Office 365 Outlook



If your selected email service prompts you to sign in and 

authenticate your identity, complete that step now.



Insert fields using the dynamic data 
content list
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Example



Example of Rss Item


